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Introducing Serberus
The Multi-headed embedded hacking tool.    https://github.com/pk-mdt/Serberus

Patrick Kiley

Principal Red Team Consultant
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• Principal Consultant – Mandiant part of Google Cloud

• 20 years of information security experience

• 12 years pen testing

• 7 years focus on embedded systems

• Professionally know for bricking things

Who I Am
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Car was without an iPod 
USB adapter.
Decided to add one
Had to splice into the 
MOST loop (fiber optic 
media transport)
Bricked when re-coding
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BMW – First Brick
I Don’t judge, I liked the way it drove and the turn signals 
even worked
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Dropped the battery and upgraded 
components to make it faster

During the reflash process I broke 
something and had to have it towed 
across state lines

Fixed it at home a couple days later
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Tesla
Bricked one of these too
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In truth, I spent 2.5 years from finding to release while working with 
DHS, FAA and industry

https://www.cisa.gov/news-events/ics-alerts/ics-alert-19-211-01
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Avionics hacking
AKA Step-by-step guide to getting on a watchlist
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The why of creation
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Was messing around with serial bi-directional 
communication
• Had a 4 port serial to USB module with no level shifters
• Had a Tigard that had level shifters, single port
• Why not both?

• Name
•Combination of Serial Bus and Cerberus, the multi-

headed dog
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Why did I make the Serberus
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Was messing around with serial bi-directional 
communication
• Had a 4 port serial to USB module with no level shifters
• Had a Tigard that had level shifters, single port
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Why did I make the Serberus
Subhead can go here
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4 Channels

Simplify connections

MSO style ribbon connector

Rotary switch

Tx/Rx indicators

Easi(er) Logic Analyzer connector– Saleae for example
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What did I want to change?
Partially to learn as well
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20 pin adapters
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J-Link Adapters
Why not make it easier?
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Present on the 4232 Datasheet

Could not find initially on the 4233 
datasheet.

Section was present on later 
versions.
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Tx/Rx Indicators
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The process of creation

How I learned to use KiCAD
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• Tested Tx/Rx indicators for each channel

• Tested basic UART functions

• I should mention I am not an EE, even though I studied 
it for a minute

Proof of Concept
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Power
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Indicators
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Level Shifters
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Proved serial, JTAG ports worked

Interesting to hand solder

No magic smoke

First Attempt
Hand Assembled 2 working units
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20 pin plug incompatible

Issue
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V2
Polarity Problem J-Link Pinout



©2024 Mandiant©2024 Mandiant

Order of prototypes 
placed with PCBWay

V2.1
Better Labels and fixed JTAG
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V2 Final
I hope
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The operators manual

Subhead can go here
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Serial Access
Simple as screen, or your favorite terminal emulation program

Screen /dev/TTYUSB(0,2 or 3) {baudrate}
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JTAG, SPI, Flash programming
Flashrom is a work in progress, however it should work.

Ftdi python works just fine, just need the device URI’s
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Serial MitM
Akheron Proxy

•
https://github.com/rapid7/
akheron-proxy

https://github.com/rapid7/akheron-proxy
https://github.com/rapid7/akheron-proxy
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Serial MitM - Applications
Akheron Proxy

Interpreting Data
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Transponder Communications
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Thank you!

Questions?

28


