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What is OpenWSN(.org)?

• The Open Wireless Sensor Network
• A complete network stack with reliability features at every level
• Firmware that can run on dozens of different microcontrollers

• uC/OS-II, FreeRTOS, RIOT, OpenOS
• A wireless mesh that has been demonstrated with hundreds of nodes
• An ancient codebase! Python 2.7...

• MANY contributors over the years! We (Natalie and David) are just users

Figures on following slides from OpenWSN.org’s “Learn” section unless otherwise noted
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What does it look like?
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Stacks you may already be familiar with

"L3" device

"L2" device

Figure adapted from J. Peckol, “Embedded Systems” 2nd ed, Wiley
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Each layer standardized over the years
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Time/channel schedule: superframe
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• A superframe repeats over time
• Number of slots in a superframe is tunable
• Each cell can be assigned to a pair of motes, in a given 

direction



Millimeter Motes David C. Burnett, PhD
dburnett@pdx.edu

Building the schedule
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and energy consumption

• Cells are assigned according to application 
requirements
• Tunable trade-off between
• packets/second
• latency
• robustness
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IEEE802.15.4e – Lifetime
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• Looking at node D
• “normal” case

• Assume 1 AA battery & 14mA if radio on (AT86RF231)
• 1 reception, 1 transmission (15ms) every 3.3 seconds
• .45% duty cycle à 4 years lifetime
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Inside each slot

2.120ms

2ms

< 4.256ms 0.800ms 0.400ms

2.400ms

9.976ms
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Impacts of 2.4 GHz interference
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o 45 motes*

o 50x50m office 
environment

o 12 million packets 
exchanged, equally 
over all 16 
channels

o Data from 2009!!

• Channels have wide packet delivery ratio (PDR) distribution

"Reliability Through Frequency Diversity: Why Channel Hopping Makes Sense," T. Watteyne, A. Mehta, K. Pister, PE-WASUN, Oct. 2009.
*data collected by Jorge Ortiz and David Culler, UCB
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Inteference + multipath effects over time

Feasibility Analysis of Optimal Controller Design for Adaptive Channel Hopping, B. Kerkez, T. Watteyne, M. Magliocco, S. Glaser, K. Pister, WSNPerf, October 2009.
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https://openwsn.org
https://github.com/openwsn-berkeley/
Personal recommendation to get started: nRF52840 dev kit $50
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• backup slides
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Second reliability challenge: multipath fading
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Quantifying impact of multipath fading

• Separate sender and receiver 
by 100cm
• Have sender send bursts of 

1000 packets
• Have receiver count the 

number of received packets
• Move transmitter to next 

position in a 20cmx35cm 
area and send next burst of 
1000 packets
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2.405GHz

Mitigating Multipath Fading Through Channel Hopping in Wireless Sensor Networks, T. Watteyne, S. Lanzisera, A. Mehta, K. Pister, IEEE 
International Conference on Communications (ICC), Cape Town, South Africa, 23-27 May, 2010.

Example PDR map on single channel
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PDR maps across all 16 channels
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Dealing with unreliability

• At the medium access layer (i.e., between neighbors)
• acknowledgements and retransmission upon failure
• Time Division Multiple Access (TDMA) to avoid collisions
• channel hopping to avoid successive transmission failures

• At the routing layer (i.e., over multiple hops)
• dynamic routing topology to adapt to topology changes
• Multiple paths possible for redundancy

• At the transport layer  (i.e., for a given session)
• acknowledgements and retransmission upon failure
• application-aware resource reservation and allocation
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Example message diagram

https://en.wikipedia.org/wiki/Internet_protocol_suite#/media/File:UDP_encapsulation.svg

o Traffic analyzers, packet sniffers/loggers, etc. try to be "helpful" by removing 
headers, footers automatically

o Traffic analyzers may only be presented with frame data only or IP data only, etc., 
depending on where they are virtually or physically connected
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Case study: OpenWSN stack

TelosB

GINA WSN430v13b

WSN430v14 Z1

OpenMote-CC2538

OpenMoteSTM SAM R21 IoT-LAB_M3 AgileFox

ApplicationApplication

IEEE802.15.4 (PHY)

IEEE802.15.4e TSCH

6LoWPAN

6top (6TiSCH)

RPL

UDP

CoAP

TCP

HTTP

Applications

ApplicationPlatforms
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Followng OpenWSN slides from Berkeley Sensor & Actuator Center tutorial material hosted at:
https://openwsn.atlassian.net/wiki/spaces/OW/pages/688195/Tutorials


